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No formal specification available” Learn it!
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Example

Build a bisimulation using
powerset construction on the fly

> Z

> X+Y > y+Z > X+Yy-+Z




=
X<—2z__ Yy (x, u)
+ (v, viw)
o = (x+y, utv+w)
u_ __ws= Vv
X >y > Z > Xty > y+Z > X+y+2z

U > V+ W > U+w >ulv{w©

using bisimulations up to union
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Another example

N Xty = uty (1)
X y<=—2 = y+z+ty (2)
— y——Z
. = u (2)
X > y+Z > X1V > X+Y+Z
| - @
-7 Bisimulations up-to congruence

HKC algorithm of Bonchi&Pous



\Viore examples

Up-To Techniques for Weighted Systems. (TACAS ’17)
Filippo Bonchi, Barbara Konig, Sebastian Klpper

The Power of Convex Algebras (CONCUR’ 17)

Filippo Bonchi, Alexandra Silva, Ana Sokolova

Coinduction up-to in a fibrational setting (CSL-LICS 2014)

Filippo Bonchi, Daniela Petrisan, Damien Pous, Jurriaan Rot
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(S, E,row) is closedifforall t € S- Athere existsans e S
such that row(t) = row(s).

Can we develop L* for infinite (hominal)

sets?
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— {ww ‘ w E A*7 ‘w‘ — n} A iINfinite

L1 ={aa,bb,cc,dd,...}
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infinite automaton but with a finite representation
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L* LEARNER
1 S, E + {¢}
2 repeat
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find s1,s2 € S, a € A, and e € E such that
row(s1) = row(sz) and L(s1ae) # L(s2ae)
9 E + E U{ae}
0 Make the conjecture M (S, F)
11 if the Teacher replies no, with a counter-example ¢
12 S < S Uprefixes(t)
13
4
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return M (S, F)
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Challenges

L* LEARNER

I S, E <« {e} * range over infinite sets

2 repeat

3 while (S, F) is not closed or not consistent

4 if (S, F) is not closed

5 (find s; € S, a € A)such that

. . Jgﬁ(?a) }# row(s), forall s € 5 finding witnesses potentially

sia * . . e
3 (find s1,82 € S, a € A, and e € E)such that
row(s1) = row(sz) and L(s1ae) # L(s2ae)

9 E + EU{ae}
10 Make the conjecture M (S, F) o |
11 if the Teacher replies no, with a counter-example ¢ t has on |y fin It6|y many preflxes,
12 S < S Uprefixes(t) * e .
13 until the Teacher replies yes to the conjecture M (S, E). but an infinite S is necessary
14 return M (S, F)

(P2) row is such that row(m(s))(ri(e)) = row(s)(e), forallse Sand e € E.

Observation table admits a finite symbolic representation.
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(S, E,row) is closedifforallt € S- Athere existsans e S
such that row(t) = row(s).
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row(sy) = row(sy), for all a € A, row(sia) = row(s-a).
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Other automata & optimizations

Change base categorv Chanae main data structure
Learning Nominal Automata (POPL ’17)
Set DFASs Joshua Moerman, Matteo Sammartino, Alexandra Silva, Bartek Klin, Michal Szynwelski

Nom Nominal automata . .. .
Discrimination trees

Vect Weighted automata

Learning Automata with Side-effects (arXiv:1704.08055)

Gerco van Heerdt, Matteo Sammartino, Alexandra Silva

Side-effects (via monads)

Powerset NFAs

Powerset with intersection yniversal automata

Double powerset Alternating automata

Maybe monad Partial automata



Connections with other algorithms

Automaton type

Automata Learning
algorithms

Minimization _ _
algorithms EEEEEEEEEHN TeSt|ng algorlthms

Optimizations




Ongoing and future work

- Library & tool to learn control + data-tlow models
(as nominal automata)

- Applications:

- Specification mining
- Network verification, with amazon
- Verification of cryptographic protocols

- Ransomware detection



Ongoing and future work

L earning convex automata

Rich algebraic structure

Challenging
analytical properties
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No free lunch
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